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Today’s 
Agenda

Common External Attacks and Controls

Common Internal Attacks and Controls
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Common External 
Attacks and Controls
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▪ External Infrastructure 
Pentesting

▪ OSINT
▪ Employee enumeration
▪ Potential email addresses ▪ Username validation

▪ Password Spray
▪ Phishing
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Username Validation

carlos.garcia@contoso.com

c.garcia@contoso.com

carlosgarcia@contoso.com

cg@contoso.com

carlos.g@contoso.com

carlosg@contoso.com
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Username Validation
Microsoft is starting to make username validation harder more time consuming

carlos.garcia@contoso.com

c.garcia@contoso.com

carlosgarcia@contoso.com

cg@contoso.com

carlos.g@contoso.com

carlosg@contoso.com
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User enumeration via MS Teams

References:
https://www.immunit.ch/blog/2021/07/05/microsoft-teams-user-enumeration/
https://github.com/vp40/TeamsUserEnum 

https://www.immunit.ch/blog/2021/07/05/microsoft-teams-user-enumeration/
https://github.com/vp40/TeamsUserEnum
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Password Spray

c.garcia@contoso.com

m.wells@contoso.com

r.white@contoso.com

a.lee@contoso.com

m.lopez@contoso.com

j.macko@contoso.com

Welcome1!
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AD Password Audit
Use DSInternals to audit the passwords of your organization

▪ Accounts sharing the same (initial?) passwords

▪ Weak and guessable passwords

▪ Common patterns
▪ Accounts with passwords in a public database like HaveIBeenPwned or in a custom 

dictionary

References:
https://github.com/MichaelGrafnetter/DSInternals/blob/master/Documentation/PowerShell/Test-PasswordQuality.md#test-passwordquality 

https://github.com/MichaelGrafnetter/DSInternals/blob/master/Documentation/PowerShell/Test-PasswordQuality.md#test-passwordquality
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AD Password Audit
Online (DCSync)

References:
https://github.com/MichaelGrafnetter/DSInternals/blob/master/Documentation/PowerShell/Test-PasswordQuality.md#test-passwordquality 

Get-ADReplAccount -All -Server DC1-HOSTNAME |

Test-PasswordQuality -WeakPasswordHashesFile .\pwned-passwords-

ntlm.txt -IncludeDisabledAccounts

Offline (from ntds.dit copy)

Import-Module $PSScriptRoot\DSInternals\DSInternals.psd1

$ntds_path = "$PSScriptRoot\ntds_files\ntds.dit"

$system_path = "$PSScriptRoot\ntds_files\SYSTEM"

$key = Get-BootKey -SystemHivePath $system_path

Get-ADDBAccount -All -DBPath $ntds_path -BootKey $key | Test-

PasswordQuality -WeakPasswordHashesFile .\pwned-passwords-ntlm.txt -

IncludeDisabledAccounts

script.ps1

https://github.com/MichaelGrafnetter/DSInternals/blob/master/Documentation/PowerShell/Test-PasswordQuality.md#test-passwordquality
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Deny list / Banned passwords

References:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-configure-custom-password-protection 
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://docs.microsoft.com/en-us/windows/win32/secmgmt/password-filters 

▪ Password Filter in AD

▪ Custom banned password list in Azure

https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-configure-custom-password-protection
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://docs.microsoft.com/en-us/windows/win32/secmgmt/password-filters
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External Email Warning Message

External
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External Email Warning Message
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External Email Warning Message
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Prepend Email Subject
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Prepend Email Subject
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What if attackers
manage to
compromise valid
username:password?
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Multifactor Authentication

▪ Enabled on every external portal
– 3rd party products – VPN, ticket, Mimecast

▪ Enabled on every protocol
– Disable protocols that do not allow it
– Conditional Access. Implement it well!
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25References: flaticon
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Common Internal 
Attacks and Controls
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Kerberoasting

▪ Search for user accounts with Kerberos Service Principal Names (SPN)

▪ SPN is a reference to a specific service, the hostname that runs the instance and 
which port it is running on

▪ Service Ticket is encrypted with the user account’s password hash

▪ Most attackers will:

– Enumerate all users in the domain

– Look for users where their SPN attribute is not null

– Attackers usually request them all (or interesting ones) and crack them offline
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Harden Kerberoast Accounts

▪ List all the available SPN associated to user accounts

▪ Remove unnecessary services

▪ Follow the principle of minimum privileges 

▪ Set REALLY strong password or use GMSA
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Harden Kerberoast Accounts
▪ Create a Honey Kerberoast account

– Make it look like an interesting account

– Set a REALLY strong password

– Associate an SPN

▪ Monitor event 4769
References:
https://adsecurity.org/?p=3458 

https://adsecurity.org/?p=3458
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Reconnaissance - User Hunting
1. Gets users groups and group members of each group

2. Lists domain computers

3. Lists active sessions on each computer

4. Obtains local admins for each computer

5. …

NetCease

RestrictRemoteSAM

References: https://github.com/BloodHoundAD/BloodHound

References:
https://stealthbits.com/blog/making-internal-
reconnaissance-harder-using-netcease-and-samri1o/

https://docs.microsoft.com/en-
us/windows/security/threat-protection/security-policy-
settings/network-access-restrict-clients-allowed-to-
make-remote-sam-calls 

References:
https://stealthbits.com/blog/making-internal-reconnaissance-
harder-using-netcease-and-samri1o/

https://docs.microsoft.com/en-us/windows/security/threat-
protection/security-policy-settings/network-access-restrict-
clients-allowed-to-make-remote-sam-calls 

https://github.com/BloodHoundAD/BloodHound
https://stealthbits.com/blog/making-internal-reconnaissance-harder-using-netcease-and-samri1o/
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-access-restrict-clients-allowed-to-make-remote-sam-calls
https://stealthbits.com/blog/making-internal-reconnaissance-harder-using-netcease-and-samri1o/
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/network-access-restrict-clients-allowed-to-make-remote-sam-calls
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Harden Local Accounts

References:
https://www.microsoft.com/en-us/download/details.aspx?id=46899 

▪ Audit local accounts and remove unnecessary local accounts

▪ Deploy Local Administrator Password Solution (LAPS)

– Passwords are stored in Active Directory (AD) and protected by ACL,
so only eligible users can read it or request its reset

– Deploy it well!

https://www.microsoft.com/en-us/download/details.aspx?id=46899
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Privileged Account Management
▪ Dual account model for privileged accounts

▪ Use Domain Admins accounts to ONLY logon to Domain Controllers

▪ Consider using the Protected Users group 
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SMB Shares Hygiene
Periodically audit accessible shares and their content

▪ Microsoft ShareEnum

▪ PingCastle

▪ PowerView:

References:
https://docs.microsoft.com/en-us/sysinternals/downloads/shareenum
https://www.pingcastle.com 
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1  

Find-InterestingDomainShareFile -ComputerDomain DOMAIN -Server DC -include 

@('*passw*', '*sensitive*', '*administrator*', '*administrador*', '*administrateur*', 

'*login*', '*logon*', '*secret*', 'unattend*.xml', '*.vmdk', '*creds*', 

'*credential*', '*.config', '*.ps1', '*.bat', '*.vbs', '*clave*', '*contrasena*', 

'*contraseña*', 'WinSCP.ini', '*.kdbx', '*.cert', '*.pem', '*pwd*', '*heslo*', 

'*.ova', '*.vhdx', '*.vhd', '*.vbe', '*.pfx', '*pass*.xls*', '*pass*.doc*', 

'*pass*.txt', '*admin*.txt*') | Export-csv interesting_shares_files.csv  

https://docs.microsoft.com/en-us/sysinternals/downloads/shareenum
https://www.pingcastle.com/
https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1
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MS-DS-MachineAccountQuota
Domain level attribute that allows unprivileged users (Authenticated Users)
to add up to 10 computers to an Active Directory (AD) domain by default
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MS-DS-MachineAccountQuota
▪ Harden it to help secure your AD against many AD attacks

– Resource-Based Constrained Delegation

– SamAccount Spoofing attack

– KrbRelayUp

– …

▪ Restrict Default Domain Controllers policy or set attribute ms-DS-
MachineAccountQuota = 0

References:
https://www.netspi.com/blog/technical/network-penetration-testing/machineaccountquota-is-useful-sometimes/
https://twitter.com/PyroTek3/status/1472707596234772486 

https://www.netspi.com/blog/technical/network-penetration-testing/machineaccountquota-is-useful-sometimes
https://twitter.com/PyroTek3/status/1472707596234772486


A Summary of the Controls
We Hate The Most
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External Controls We Hate The Most

▪ Map & reduce your attack surface

▪ Harden your Azure/O365 tenant

▪ Harden external reconnaissance possibilities

▪ Secure your MFA deployment

▪ Secure your External email warning

▪ Audit & harden your current password hygiene
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Internal Controls We Hate The Most
▪ Harden Kerberoast accounts (and pre-authentication)

▪ Harden reconnaissance possibilities

▪ Use BloodHound (& GoodHound & PlumHound)

▪ Keep a good hygiene of your SMB shares

▪ Disable obsolete protocols (and enable SMB & LDAP signing)

▪ Use privileged account management

▪ Extend your logging & auditing

▪ Harden and protect your endpoints



Thank You



Questions?



Global, End-to-End Cyber Risk Management

GOVERNANCE

MANAGED

SECURITY

RESPONSE
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Virtual CISO

Security Culture as a Service

Third-Party Cyber Risk

Board Advisory

Privacy / DPO Consultancy

Cyber Risk / Privacy Assessments

Cloud Security Services

Penetration Testing

Vulnerability Scanning

Ransomware Preparedness
Data Breach Notification

Call Center Services

Credit and ID Monitoring

ID Restoration and Consultation

Managed Detection and Response

Dark Web Monitoring

Social Media Threat Monitoring

Cyber Threat Intelligence

24x7 Incident Response

KAPE

Cyber Risk Retainer

Cyber Litigation Support
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