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CONSTRUCTION, ENGINEERING, AND INFRASTRUCTURE Top responses given by survey respondents.

(o) oints below
Percentage of respondents affected ® 5% 5%
by fraud in the past 12 months. W 1204 bonts below global

average of 82%

Global avg.

MOST COMMON TYPES OF Vendor, supplier, or procurement fraud 28% 26%
FRAUD
Internal financial fraud (manipulation of company results) 21% 20%
Corruption and bribery 19% 15%
Misappropriation of company funds 19% 18%
Theft of physical assets or stock 19% 29%
MOST COMMON Junior employees 45%  39%
PERPETRATORS
Ex-employees 33% 27%
Senior or middle management employees 30% 30%
Freelance/temporary employees 30% 27%
Vendors/suppliers 30% 26%
MOST COMMON ANTI- Staff (training, whistle-blower hotline), 81% 76%
FRAUD MEASURES
Percentage of respondents who Staff (background screening) 79% 74%
h i j- n
,:g:sﬂglemenmd TR Partners, clients, and vendors (due diligence) 79% 77%
Information (IT security, technical countermeasures) 79% 82%
Risk (risk officer and risk management system) 79% 78%

MOST COMMON MEANS OF Through an internal audit 38% 39%
DISCOVERY

Percentage of respondents that _
Cyber Security experienced a cyber incident W 890 Lo peongera
in the past 12 months.

Global avg.

Virus/worm infestation 35% 33%
Email-based phishing attack 30% 26%
Data deletion or loss due to system issues 30% 24%
Ex-Employees 20% 20%
PERPETRATORS
Customer records 59% 51%
Employee records 45% 40%
Physical assets/money 43% 38%

experienced a security incident in W 50 S beouedood!

@ Percentage of respondents that
the past 12 months.

Global avg.

MOST COMMON TYPES OF Environmental risk 33% 2%
SECURITY INCIDENTS
Theft or loss of IP 32% 38%
Geographic and political risk 23% 22%
Workplace violence 23% 23%
MOST COMMON Ex-Employees 25% 23%
PERPETRATORS
RESPONDENTS ARE MOST Theft or loss of intellectual property 18% 19%
LIKELY TO FEEL HIGHLY
VULNERABLE TO THE Environmental risk 18% 20%
HOTBORINE S G Workplace violence 12% 27%
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