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• Associate Managing Director at Kroll

• SANS Instructor

• @MariDeGrazia
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Overview
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Triage Collection KAPE

Mini Timelines Analysis



Upcoming KAPE Intensive Training and Certification
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SCHEDULE INSTRUCTORS

June 18, 2020
10:00 a.m. – 7:00 p.m. (EST)

Eric Zimmerman

Mari DeGrazia

Sean Straw

July 7, 2020
9:00 am – 6:00 pm (GMT + 8, 
Hong Kong/Singapore time)

Eric Zimmerman

Paul Jackson

Dave Klopp

Rob Phillips

 Virtual live sessions

 Max 25 students

bit.ly/kape2020



Approach
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Triage Data
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Filesystem Registry Event 
Logs



KAPE BASICS

• Targets

• Modules

• Mounted Image

• Live System
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Triage Collection with KAPE
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Target:

MiniTimelineCollection



Triage Data Outputs
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Data Munging
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Data Munging
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Data Munging
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Data Munging
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Why Timelines

• Combine Artifacts

• Normalize Timestamps

• Build Connections

• Reporting
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Filesystem Registry Event Logs



TLN Timeline Format 

Time  |  Source  | Host  | User | Description

• Time: 32 Bit Unix Epoch

• Source: EVT, REG, FILE etc.

• Host: Computer Name, IP address, etc.

• User: Username, SID, IM Screen name, etc.

• Description: Description of event
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https://forensicswiki.xyz/wiki/index.php?title=TLN
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Tools that have the TLN Format

• Harlan Carvey (Free)

• Plaso (Free)

• TZWorks (Commercial)
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Tools Used
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MFTECmd

Bodyfile

Regtime

Rip.exe 
(RegRipper)

Evtparse.exe

EvtxEcmd.exe
evtxECmd_2_tln

Unicode_2_ascii

Parse.exe



Timelining with KAPE

• Module Name: Mini_Timeline

Add Key/Value: computerName:Mari-PC

• Module Name: Mini_Timeline_Slice_by_Daterange

– Add Key/Value: dateRange: 01/01/2019-07/29/2019
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Results
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Analysis

• Pivot Points

• Move up and down for selected time

• Deep dive findings
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Setup

• Add exe files to the bin folder

– Check modules for bin path

Run Get-KAPEUpdate.ps1

Synch with GitHub
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How to make a TLN Module

• Copy existing one

• Modify

– ExportFile: temp.tln

– Append: true

– Change GUID

• Add module to Mini_Timeline.mkape
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Questions
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•KAPE – free download here

•Eric Zimmerman Tools – https://ericzimmerman.github.io/

•RegRipper – free download: https://github.com/keydet89/RegRipper2.8

•Harlan Carvey’s Timeline Tools: https://github.com/keydet89/Tools

•Unicode to Ascii: https://github.com/classicsc/Unicode2Ascii/releases

•evtxECmd_2_tln.exe: https://github.com/mdegrazia/KAPE_Tools



For More KAPE:
Intensive Training and Certification
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For more information about our global locations and 
services, please visit:
www.kroll.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and security through 
a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For more information, visit 
www.kroll.com.

About Duff & Phelps

Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, compliance and 
regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a division of Duff & Phelps since 
2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com. 


